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ABSTRACT 
 

The metaverse ecosystem, characterized by 

persistent, interactive, and often economically active virtual 

environments, simultaneously strains private law’s property 

rights contract triangle, the digital extension of personality 

rights, and criminal law’s architecture of legality, proof, and 

jurisdiction. This article systematically examines core legal 

issues in three axes: (i) virtual assets and claims of “virtual 

ownership,” particularly NFT-based representations; (ii) 

digital identity and the legal protection of avatar-related 

harms; and (iii) virtual crime, with a focus on electronic 

evidence and cross-border jurisdiction. Treating the 

metaverse not merely as a technological novelty but as a 

normative friction zone between platform governance 

(“private ordering” through platform rules) and state law, 

the study combines doctrinal analysis, EU-anchored 

comparative inquiry, and a multi-case approach. The 

findings indicate that “virtual ownership” often functions 

not as classical property in rem, but as a bundle of rights 

(access, licensing, claims, token control, and account 

governance); that avatar-based harms make the digital 

dimension of personality rights particularly salient; and 

that, in virtual crime, the principal bottleneck frequently lies 

less in substantive definitions than in electronic evidence 

and transnational enforcement. The concluding section 

advances recommendations on conceptual clarity, 

grounding platform duties of care in positive law (notably 

the EU Digital Services Act), evidence preservation 

standards, and international cooperation. 
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1. Introduction 

The metaverse refers to shared digital spaces in which users interact 

through avatars, typically in persistent and multi-user settings. These 

environments have moved beyond gaming and communication: they now 

host virtual commodities, user-generated content economies, digital 

services, and new modes of identity performance. In blockchain-based 

implementations, “ownership” claims are articulated through NFTs and 

token representations, while platform terms of service (ToS) operate as a 

de facto body of private norms. As a result, metaverse disputes 

simultaneously generate uncertainty across private law (contracts, 

consumer protection, intellectual property), public law (data protection 

and market oversight), criminal law (legality and attribution), and cross-

border dimensions (jurisdiction, applicable law, and mutual legal 

assistance). 

This article adopts an EU-centered jurisdictional perspective for two 

reasons. First, the European Union has established a comprehensive 

framework for platform responsibility and content governance through the 

Digital Services Act (Regulation (EU) 2022/2065). Second, it has 

developed institutional tools for cross-border access to electronic 

evidence, notably the EU e-evidence package (Regulation (EU) 

2023/1543 and Directive (EU) 2023/1544) and, more broadly, the Second 

Additional Protocol to the Budapest Convention (CETS No. 224). 

Because metaverse cases often turn on platform obligations and the 

practical feasibility of evidence access, the EU approach on these two axes 

provides directly usable analytical leverage. 

Positioning within the literature. Metaverse scholarship frequently 

addresses virtual property, avatar harms, and virtual crime in separate 

tracks. This article seeks to integrate these strands by (i) operationalizing 

a bundle of rights classification for virtual assets via an analytical matrix 

(Table 1) and (ii) linking substantive criminal law questions to the 

procedural bottlenecks of electronic evidence and cross-border 

jurisdiction. 

Contributions. The article makes three concrete contributions: 
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A bundle-of-rights matrix (Table 1) that maps metaverse disputes (token, 

service/access, account governance, IP, and reputation) to their core legal 

regimes. 

A protection rationale for avatar-based harms grounded in the intersection 

of personality rights and data protection (including profile, behavioral, 

and potentially biometric data). 

A criminal-procedure oriented proposal that centers on e-evidence 

(preservation/production), cross-border jurisdiction, and international 

cooperation (CETS No. 224 and the EU e-evidence package). 

The article touches on competition law, securities/financial regulation, 

and taxation only to the extent necessary, focusing instead on three core 

questions: (1) under what conditions can NFT-represented virtual assets 

be protected analogously to objects of property rights; (2) how should 

avatar-related conduct (harassment, reputational attacks, identity theft) be 

addressed through personality rights and data protection; and (3) in virtual 

crime, is the decisive difficulty substantive legality or, rather, electronic 

evidence and cross-border jurisdiction?  

Thesis: Because current law often attempts to reconstruct the metaverse 

triad of object, actor, and place by analogy, it produces systematic gaps in 

both private law and criminal procedure. An effective response requires a 

multi-layer model that classifies virtual assets as bundles of rights, 

incorporates platform governance into the regulatory equation, and 

recenters evidence and jurisdiction. 

2. Methods and Materials 

The study employs qualitative methods and combines three 

complementary approaches. First, doctrinal analysis reinterprets the 

concepts of property and rights, contractual allocation, intellectual 

property, personality rights, and the principle of legality in criminal law 

within the metaverse context. Here, Lawrence Lessig’s “Code is Law” 

thesis provides the theoretical lens to explain the de facto regulatory 

power of platform architecture. Second, comparative analysis surveys 

selected jurisdictions, primarily the EU and the United States, focusing on 

virtual asset classification, platform responsibility, and access to 

electronic evidence. Third, a multi-case approach draws on reported 

dispute patterns in Decentraland, The Sandbox, and Horizon Worlds, 
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selected for economic intensity, user-generated content, governance 

model (centralized vs. on-chain), and diversity of dispute types. 

Literature search strategy. The review covers 2004–2026, with particular 

attention to post-2019 NFT and metaverse scholarship. It draws on key 

law and law and technology databases (HeinOnline, Westlaw/LexisNexis, 

SSRN, Google Scholar) alongside EU primary and secondary sources 

(EUR-Lex; European Commission and ESMA materials). Search strings 

combined terms such as “metaverse law,” “virtual property,” “NFT legal 

nature,” “platform liability,” “Digital Services Act,” “electronic 

evidence,” “Budapest Convention Second Additional Protocol,” “avatar 

harassment,” and “identity in virtual worlds.” Inclusion criteria required a 

direct legal argument on (i) virtual-asset classification or the token≠IP 

distinction, (ii) avatar/identity harms and personality/data protection, or 

(iii) electronic evidence and jurisdiction in criminal procedure. Technical-

only descriptions without legal implications and low-reliability media 

content were excluded. 

The comparative inquiry focused on five headings: 

Platform responsibility and content governance (notice and action, 

transparency reporting, risk mitigation). 

Consumer information duties and unfair terms control (unilateral changes 

and account termination). 

Electronic evidence request and retention regimes 

(preservation/production; log retention). 

Cross-border jurisdiction and mutual legal assistance (EU e-evidence 

package; CETS No. 224). 

Regulatory context for crypto-assets (MiCA) and its points of contact with 

metaverse economies. 
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3. Theoretical Framework and Metaverse Typology 

In the metaverse, state law is not the sole ordering force. Platform code 

can determine access conditions, economic mechanics, identity 

verification, sanctions, and even the production and availability of 

evidence, thereby performing a regulatory function. This generates 

tension at two levels: (i) platform rules create a de facto legal status for 

users (account termination, inventory revocation, content removal); and 

(ii) this private ordering may conflict with state law in consumer 

protection, data protection, and criminal investigations. 

Accordingly, “one metaverse” should not be treated as a single analytical 

unit. For legal clarity, the metaverse can be categorized by: 

Platform type: game-based, social VR, open-world, corporate metaverse. 

Asset infrastructure: blockchain-based or non-blockchain (centralized 

database). 

Asset type: on-chain tokens (NFT/FT), off-chain content, service/access 

rights, user-generated content (UGC). 

Governance model: centralized moderation and contractual ordering vs. 

community governance and on-chain mechanisms. 

Why the typology produces legal consequences. Each distinction triggers 

a different legal regime: (i) the blockchain/centralized split affects where 

evidence is generated and who controls it, shaping e-evidence access 

strategies; (ii) UGC intensity foregrounds IP law and notice-and-action 

procedures; (iii) service/access dominance makes consumer law, remedies 

for non-performance, and scrutiny of unilateral changes decisive; and (iv) 

governance models determine the platform’s practical capacity for 

moderation, logging, and account sanctions thereby shaping the scope of 

any duty of care. Disputes should therefore be reduced first to the “core 

relationship” revealed by the typology and then connected to the 

appropriate legal regime. 

4. Virtual Assets and NFTs: Not “Ownership” but a Bundle of Rights 

NFTs technically record control over a unique on-chain token. In most 

cases, however, this record does not automatically transfer underlying 

intellectual property. (Delev, 2025) An NFT typically represents (i) token 
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control, (ii) platform-recognized access/display functionality, or (iii) a 

limited license signal. The assumption that “NFT owner = owner of the 

digital work” is therefore legally misleading. 

This distinction has practical significance in consumer law. Market actors 

may frame token control as “full ownership,” shaping user expectations. 

Where the token≠IP distinction is not disclosed with sufficient clarity, 

claims may arise based on misleading commercial practices, defective 

performance, or informational deficiencies. A transparent “bundle of 

rights disclosure” thus becomes a dispute reduction tool, not merely a 

conceptual refinement. 

To resolve metaverse disputes, “ownership” should be decomposed into 

separable rights: on-chain token control, platform account/inventory 

governance, service/access rights, IP licensing, and claims against sellers 

or marketplaces. Table 1 operationalizes this decomposition, linking each 

rights type to core regimes, jurisdiction patterns, evidence management, 

and sample contractual clauses. 

Table 1. Expanded Metaverse Dispute Matrix: Rights Type   Regime 

Jurisdiction Evidence Clause 
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Note: Table 1 is designed to move beyond the binary question “Are NFTs 

property?” by matching disputes to their core regime and evidence 

strategy based on where the issue concentrates. 

At the comparative level, virtual goods also generate disputes in 

trademark and design law. Hermès International v. Rothschild (the 

“MetaBirkins” case) brought into focus the boundary between 

expressive/artistic uses of NFT representations and the source-indicating 

function of trademarks. The case is used here as an illustrative indicator 

that metaverse economies will be shaped not only by token technology, 
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but also by traditional IP enforcement and consumer-perception 

dynamics. 

5. Digital Identity and Avatars: Personality Rights, Data Protection, 

and Platform Care 

Avatars serve as interfaces for users’ identity performance and social 

presence. The claim that avatar-based attacks—such as virtual 

harassment, persistent stalking, or reputational sabotage—do not generate 

“real harm” has been challenged in the literature. Because attachment to 

avatars can be linked to self-understanding, avatar-related harms may 

have moral and psychological effects. Accordingly, such conduct should 

not be treated exclusively as a breach of platform community rules; where 

warranted, it should also be assessed as an infringement of personality 

rights and/or as a violation of data protection norms. 

Identity verification in the metaverse requires a delicate balance between 

anonymity and accountability. A one-size-fits-all “real name” mandate 

can be disproportionate in light of privacy and freedom of expression. A 

more viable approach is layered verification: users may remain 

pseudonymous by default, while risk-based checks apply to high-value 

transactions or repeated violations, and lawful identity disclosure remains 

available through due process for competent authorities (Nuredin; İnan, 

2024). 

Data-protection dimension. Avatar and identity data in metaverse settings 

are heterogeneous: profile data (usernames and account histories), 

behavioral data (movement and interaction patterns, social graphs), 

location data, and, particularly in VR/AR data that may acquire biometric 

characteristics (eye tracking, facial/body movement, voice). In the EU 

context, these datasets can fall within GDPR personal data and, depending 
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on circumstances, raise special-category risks. Risk-based verification 

may also conflict with privacy, freedom of expression, and data-

minimization principles, requiring purpose limitation, minimal 

processing, and strong transparency and redress mechanisms. 

Platform duty of care and positive law grounding (EU/DSA). Platform 

care obligations should be anchored in positive law rather (Nuredin; İnan, 

2025) than treated as mere “good governance” In the EU, the Digital 

Services Act establishes a normative framework for content governance 

and transparency, encompassing notice and action procedures, 

justification for decisions, internal complaint and redress mechanisms, 

transparency reporting, and, particularly for very large online platforms, 

risk assessment and risk mitigation for systemic harm. Metaverse 

platforms, especially those with significant UGC and harassment risks, 

are likely to be shaped by these requirements through direct compliance 

logic. This article, therefore, argues for standardizing complaint review 

appeal workflows, establishing minimum log retention and evidence-

preservation practices, and applying graduated sanctions for repeat 

violations as a “core adaptation” of DSA-aligned governance. 

6. Virtual Crime: Evidence and Jurisdiction Before Substantive 

Labels 

6.1. Legality and proportionality: new offenses or interpretive 

updates? 

Fraud, threats, extortion, and unlawful acquisition of personal data 

generally map onto existing offense definitions across many legal 

systems. By contrast, concepts such as “virtual sexual 

harassment/contact” may expose gaps where statutory language 

presupposes physical contact. Two routes are plausible: clarifying that 

existing offenses encompass digital/virtual modalities through 



The Legal Archıtecture of the Metaverse: Property, Identıty, and Vırtual Crıme 

 

 
110 International Scientific Journal ”Sui Generiss”, Volume 4, No 2, December 2025 

 

interpretation or limited legislative updates, or adopting narrowly tailored 

provisions with objective thresholds such as persistent harassment and 

demonstrable serious psychological harm. In either case, legality and 

proportionality tests should be applied to mitigate risks to freedom of 

expression and privacy. 

6.2. Electronic evidence: preservation, retention, rapid requests, and 

international cooperation 

In practice, the dominant bottleneck is often not “what happened,” but 

“how it can be proven.” Platform logs, messaging records, transaction 

histories, on-chain transfers, and user captures (e.g., screen recordings) 

must be preserved with integrity, and their location and controllership 

determine whether and how they can be obtained. Metaverse-oriented 

criminal policy should therefore prioritize electronic evidence access, 

preservation mechanisms, and rapid request channels (Nuredin, 2025). 

From an EU perspective, the European Production Order and European 

Preservation Order mechanisms under Regulation (EU) 2023/1543 are 

significant steps toward faster, more standardized cross-border access to 

electronic evidence. At the broader international level, the Second 

Additional Protocol to the Budapest Convention (CETS No. 224) 

strengthens cooperation for disclosure of electronic evidence, including 

enhanced channels involving service providers. These instruments do not 

eliminate the “where is the evidence?” problem, but they reduce loss of 

evidence risks by enabling preservation orders, standardizing request 

formats, and facilitating expedited cooperation for subscriber and access 

data where legally permitted. 
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Jurisdiction in metaverse cases is inherently multi-nodal: relevant links 

may include the actor’s location, the victim’s habitual residence, the 

platform’s establishment, and the data storage location. Consequently, 

ToS-based jurisdiction clauses may conflict with consumer 

protection/public-policy limits, while criminal jurisdiction follows public 

law principles. This article proposes a three-step jurisdiction analysis: (i) 

classify the relationship (consumer, commercial, tort, or criminal); (ii) 

identify the locus of effects and the victim’s connection; and (iii) assess 

evidence access realities based on platform data policies and available 

cooperation instruments. 

7. Synthesis of Findings 

The synthesis yields three principal conclusions. First, because metaverse 

“ownership” commonly operates as a bundle of rights rather than classical 

property, solutions should not be reduced to the binary question of 

whether NFTs are objects of property; rights type matching, as in Table 1, 

is more functional. Second, treating avatar harms as mere “in-game 

issues” obscures the digital extension of personality rights and the data 

protection dimension; effective protection flows from recognizing these 

rights in digital contexts and from enforceable platform duties of care. 

Third, in virtual crime, new offense creation is often less decisive than the 

workability of electronic evidence preservation and cross-border 

cooperation; the policy center of gravity should therefore shift toward 

evidence standards and rapid request mechanisms. 

8. Conclusions and Recommendations 

The metaverse is not only a new domain of application; through platform 

governance, it changes how norms are practically applied. Effective 

responses should connect recommendations through a matrix logic: 

problem area (property/identity/crime) → tool (definitions, platform 
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duties, evidence standards) → actor 

(legislator/courts/platforms/international mechanisms) → expected 

impact (reduced uncertainty, improved proof, user protection). 

Table 2. Recommendations Matrix: Problem → Tool → Actor → 

Expected Impact 

Problem 

area 
Tool Actor 

Expected 

impact 

Virtual 

assets / 

“ownership” 

claims 

Legal definition + 

bundle-of-rights 

disclosure; 

consumer 

information and 

unfair terms control 

Legislator 

(definitions); 

platforms/marketpl

aces (disclosure); 

courts (legal 

characterization) 

Less 

misleading 

marketing; 

correct 

regime 

matching; 

fewer 

disputes 

Avatar/ident

ity harms 

Standardized 

complaint–appeal 

workflows; risk-

based verification; 

data minimization + 

transparency 

Platforms 

(implementation); 

regulators 

(compliance); 

courts 

(personality/data 

protection) 

Faster 

protection; 

fewer 

repeat 

harms; 

better 

rights 

balancing 

Virtual 

crime / e-

evidence 

Preservation/produc

tion standards; log 

retention and 

formats 

Law 

enforcement/courts 

(requests); 

platforms 

Reduced 

evidence 

loss; more 

effective 
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(hash/timestamp); 

rapid request 

channels 

(retention/producti

on); international 

cooperation bodies 

cross-

border 

investigati

ons 

 

Accordingly, four consolidated recommendations follow: 

Conceptual clarity: define “virtual assets” and subtypes in relevant legal 

instruments; require disclosure of token control vs. license vs. access in 

consumer-facing interfaces. 

Platform duty of care: require standardized complaint and appeal 

processes, reasoning, transparency reporting, and minimum log retention 

in a DSA-aligned governance model. 

Electronic-evidence centered criminal procedure: prioritize preservation, 

standardized formats (hash/timestamp), rapid requests, and cross-border 

cooperation (EU e-evidence package and CETS No. 224). 

Education and expertise: strengthen curricula and professional training in 

digital law, platform governance, blockchain, and electronic evidence for 

legal practitioners and authorities. 
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