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ABSTRACT

In this paper, we will develop model for troubleshooting 
procedures and creating computer maintenance programs. The 
aim of this paper is to provide a model that allows students 
to be motivated and educated to detect and eliminate errors 
and apply the acquired knowledge. This model is a starting 
point to help students develop their preventive maintenance 
and troubleshooting skills. Troubleshooting is the systematic 
process used to locate the cause of a fault in a computer system 
and correct the relevant hardware and software issues. This 
paper offers general model of working with students within 
workshop. Proposed model includes the development of the 
general working process with IT students, in solving problems 
and repairing computers, as well as a mutual communication.
AsITprofessional, students will troubleshoot and fix computers, 
and they’ll frequently communicate with others. 

Keywords: computer maintenance, troubleshooting 
procedures, communication skills
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1. INTRODUCTION

Computer maintenance is the regular and systematic inspection, cleaning, 
and replacement of worn parts, materials, and systems. Furthermore it is 
predetermined work with the schedule, with the aim of preventing the wear 
and tearor sudden failure of equipment components. Effective preventive 
maintenance reduces part, material, and system faults, and keeps hardware 
and software in good working condition. It is a schedule of planned 
maintenance actions aimed at the prevention of break downs and failures. 
Preventive maintenance has the following benefits(Corey Sandler, 2009):

•	 Protect assets an prolong the useful life of production equipment

•	 Improve system reliability

•	 Reduce injury

•	 Decrease cost of replacement

•	 Decrease system downtime

Operating expensive IT computer equipment for extended periods of 
time at high temperatures greatly reduces reliability, longevity of compo-
nents and will likely cause unplanned downtime. Maintaining an ambient 
temperature range of 68° to 75°F (20° to 24°C) is optimal for system re-
liability. This temperature range provides a safe buffer for equipment to 
operate in the event of air conditioning or HVAC equipment failure while 
making it easier to maintain a safe relative humidity level.It is a generally 
agreed upon standard in the computer industry that expensive IT equip-
ment should not be operated in a computer room or data center where the 
ambient room temperature has exceeded 85°F (30°C).

Relative humidity (RH) is defined as the amount of moisture in the air 
at a given temperature in relation to the maximum amount of moisture the 
air could hold at the same temperature. In a data center or computer room, 
maintaining ambient relative humidity levels between 45% and 55% is 
recommended for optimal performance and reliability.

High-traffic networks, such as a school network, might require 
scanning and removal of malicious software and unwanted files. In 
school’s environment, computers are exposed to dusty too. The amount of 
dust and other airborne particles in the environment and the habits of the 
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user determine how often computer components should be cleaned. It is 
important to keep these components clean (www.acu.edu):

•	 Heat sink and fan assembly 

•	 RAM 

•	 Adapter cards 

•	 Motherboard 

•	 Fans 

•	 Power supply 

•	 Internal drives 

Troubleshooting skills training requires an organized and logical 
approach to problems with computers and other components. Sometimes 
issues arise during computer maintenance. Computer problems can be 
attributed to hardware, software, networks, or some combination of these. 
These are some common problems(www.toptenreviews.com):

•	 Blue Screen of Death - Many people think of blue as a calming 
color; however, when it comes up on your computer screen with a 
bunch of white text, it probably has the opposite effect. The blue 
screen of death may appear to be one of the scariest computer prob-
lems you’ll come across. However, the whole computer may need 
to reboot it. This STOP error appears on your screen for a variety 
of reasons: failing hardware, damaged software, corrupt DLL files, 
problems with drivers and more. The remedy for a blue screen of 
death depends on the original problem. The screen provides you 
with codes that can help you identify and fix your computer prob-
lems.

•	 Missing DLL File - Dynamic-Link Library (DLL) files house in-
formation for your operating system on how to perform certain 
functions. Occasionally, your computer loses DLL files or some-
thing damages them. When your PC can’t read the particular DLL 
file, it doesn’t know how to respond in certain situations. You may 
have a missing or corrupt DLL file if you receive an error message 
every time you perform a certain function, such as saving. If your 
computer problems are stemming from missing and damaged DLL 
files, you can restore them by downloading them back onto your 
PC.
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•	 Applications That Won’t Install - If you’re having trouble with 
an application not installing, it may be because your computer 
doesn’t have enough hard drive space. If this is the case, you need 
to free up some space. This is one of the computer problems that’s, 
well, least problematic. You can free up some hard drive space by 
getting rid of files and folders you don’t need. These may be tem-
porary files, duplicate files or data for software you’ve uninstalled.

•	 Applications Run Slowly - There are several reasons software 
might be running at turtle speed. You may have computer problems 
that involve your operating system or an application, your oper-
ating system might be missing updates or your computer doesn’t 
have enough hard drive space. If you don’t have enough hard drive 
space, you can scan, clean and optimize your hard drive.

•	 Abnormal Applications Behavior – Computer problems that in-
volve applications acting strangely oftentimes leave you wondering 
what has happened. Your application has been working just fine, 
but now, seemingly without reason, it is doing something strange.

Troubleshooting is a skill that students refine over time. Each time 
students solve a problem, they increase their troubleshooting skills by 
gaining more experience. They learn how and when to combine steps, or 
skip steps, to reach a solution quickly. The troubleshooting process is a 
guideline that is modified to fit their needs.This paper presents astructural 
approach to theacquired knowledge, the development of abilitiesand skills 
training.On the beginning of model approach, objectives and tasks have to 
be determined.

Objectives:

•	 introducing IT equipment for computer maintenance and the pos-
sible problems with its

•	 acquiring knowledge of computers preventive maintenance in ev-
eryday life and the application of acquired knowledge in the IT 
field

•	 developing skills to maintain computer systems 
develop troubleshooting skills for identifying and solving basic IT 
problems

•	 adopting model for solving simple problems
•	 making schedule of own work
•	 searching stand-alone different sources of information in and out 

of school
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•	 introducing features and benefits of developing communication 
skills

•	 developing a proper attitude towards the use and protection of pro-
grams and data

•	 adoption importance of teamwork in the IT field 
Tasks:

•	 present preventive maintenance tasksand create a hardware and 
software maintenance schedule

•	 make a basic checklist of components to inspect
•	 make a list of items to verify that a data backup has been performed
•	 describe the problemin the troubleshooting process
•	 identify the basic problems in experience and describe the steps in 

resolving same
•	 make checklists of the questions based on the information from the 

computer’s owners
•	 develop the ability to communicate with other people and team-

work
•	 make lists details about the error using windows tools

•	 involve testing each obvious causeof the troubleshooting process
•	 establish a plan of action and research possible solutions 
•	 verify full system functionality and implement the preventive mea-

sures needed
•	 independently connect basic steps in creating a model about the 

tasks
•	 implement independently using available and useful sources of in-

formation
•	 learn design to self-development approach on the plan of work and 

the flow of work
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2. CONCEPTUALLY AND METHODOLOGICALLY 
DETERMINATION

The methodology consists of four parts: Conceptual analysis of 
systematic approach to computer maintenance development, determining 
the PC issues and logical approach in the maintenance, comparison 
of classical model  and proposed model and proposals for expand of 
knowledge, skills and abilities in computer maintenance.

2.1 Model Approach of the Regular Maintenance Routines 

Within workshop, students make document of the routine maintenance 
tasks that must be performed on the computer components and the 
frequency of each task. Then everyone can use a made document of tasks 
to create a preventive maintenance plan and be proactive in computer 
maintenance and data protection. By performing regular maintenance 
routines, students can reduce potential hardware and software problems. 
Regular maintenance routines reduce computer downtime and repair costs.

When we are thinking about the computermaintenance tasks that 
should be realized, the first thoughtis about hardware. These tasks, related 
to (www.servisracunara.net)are:

•	 check the condition of the cables, components, and perip-
herals,

•	 clean components to reduce the likelihood of overheating,

•	 repair or replace any component that shows signs of dama-
ge or excess wear

 After creating list of tasks for the hardware, we use the following 
tasks, listed as a guide to create a software maintenance schedule:

•	 verify that installed software is current

•	 install security updates, operating system updates and prog-
ram updates

For installing process, the policies of the organization should be fol-
lowed. Extensive testing is done to confirm that the update will not cause 
problems with the operating system and software. The tasks in Table 1 are 
a guide to creating hardware and software maintenance schedule.
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Table 1.Schedule for hardware and software maintenance

HARDWARE SOFTWARE
Remove dust from fans. Review security updates.
Remove dust from the power 
supply.

Review software updates.

Remove dust from the computer 
components.

Review driver updates.

Clean the mouse, keyboard, and 
display.

Update the virus definition 
files.

Check for and secure any loose 
cables.

Scan for viruses and spyware.

Remove unwanted or unused 
programs.
Scan hard drives for errors.
Optimize (defragment) hard 
drives.

2.2 Clean Computer Components

It is important to keep the computer case and internal components 
clean. Regularly cleaned or replaced air filters will significantly reduce 
the amount of dust in the air.Dust or dirt on the outside of a computer can 
travel through cooling fans to the inside. When dust accumulates inside the 
computer, it prevents the flow of air and reduces the cooling of components. 
Hot computer components are more likely to break down than properly 
cooled components. Most cleaning is to prevent this accumulation of dust. 
To remove dust from the inside of a computer, students use a combination 
of compressed air, a low-air-flow ESD vacuum cleaner, and a small lint-
free cloth. The air pressure from some cleaning devices can generate static 
and damage or loosen components and jumpers. 

Students use a low-air-flow ESD vacuum cleaner to remove collected 
dust and materials from inside the case. Also they can use the vacuum 
cleaner to pull in any dust that has been blown around from the compressed 
air. If they use compressed air from a can, keep the can upright to prevent 
the fluid from leaking onto computer components. Always follow the 
instructions and warnings on the compressed air can to keep a safe distance 
from sensitive devices and components. Use the lint-free cloth to remove 
any dust left behind on the component. 
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Regular cleaning also gives users a chance to inspect components for 
loose screws and connectors:

•	 Missing expansion slot covers that let dust, dirt, or living pests 
into the computer 

•	 Loose or missing screws that secure adapter cards 

•	 Loose or tangled cables that can pull free from the case and 
components

Use a cloth or a duster to clean the outside of the computer case. 
If students use a cleaning product, do not spray it directly on the case. 
Instead, put a small amount onto a cleaning cloth and wipe the outside of 
the case.

2.3 Checklist of Components to Inspect
The best method of keeping a computer in good condition is to 

examine the computer on a regular schedule. Students make a basic 
checklist of components to inspect:

•	 CPU heat sink and fan assembly

•	 RAM modules

•	 Storage devices

•	 Adapter cards

•	 Screws

•	 Cables

•	 Power devices

•	 Keyboard and mouse

Within workshop, the CPU heat sink and fan assembly for dust buildup 
have been examined. They make sure that the fan can spin freely. After 
that secure of the fan power cable and the fan turn have been checked 
while the power is on. The RAM modules should be seated securely in 
the RAM slots. Sometimes the retaining clips can loosen. Students reseat 
them, if necessary. Students use compressed air to remove dust. After that 
they inspect all storage devices. All cables should be firmly connected. 
Students also check for loose, missing, or incorrectly set jumpers.  
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A drive should not produce rattling, knocking, or grinding sounds. Adapter 
cards should be seated properly in their expansion slots. Loose cards 
can cause short circuits. Students secure adapter cards with the retaining 
screws or clips to avoid having the cards come loose in their expansion 
slots. They use compressed air to remove dirt and dust on the adapter cards 
and the expansion slots. Loose screws can cause problems if they are not 
immediately affixed or removed. A loose screw in the case can cause a 
short circuit or roll into a position where the screw is hard to remove. 
Students examine all cable connections and look for broken and bent pins. 
They also ensure that all connector retaining screws are finger-tight. After 
that they make sure cables are not crimped, pinched, or severely bent. 
Students inspect power strips, surge suppressors (surge protectors), and 
UPS devices. They make sure that there is proper and clear ventilation 
and replace the power device if it does not work properly. The keyboard, 
mouse, and mouse sensor have been cleaned by compressed air. 

2.4 Environment
In today’s high-density data centers and computer rooms, measuring 

the ambient room temperature is often not enough. The temperature 
of the air where it enters the server can be measurably higher than the 
ambient room temperature, depending on the layout of the data center and 
a higher concentration of heat producing equipment such as blade servers. 
Measuring the temperature of the aisles in the data center at multiple height 
levels can give an early indication of a potential temperature problem. For 
consistent and reliable temperature monitoring, place a temperature sensor 
at least every 7.5 meters in each aisle with sensors placed closer together if 
high temperature equipment like blade servers are in use.

When relative humidity levels are too high, water condensation can 
occur which results in hardware corrosion and early system and component 
failure. If the relative humidity is too low, computer equipment becomes 
susceptible to electrostatic discharge (ESD) which can cause damage to 
sensitive components. When monitoring the relative humidity in the data 
center, we recommend early warning alerts at 40% and 60% relative 
humidity, with critical alerts at 30% and 70% relative humidity. It is 
important to remember that the relative humidity is directly related to the 
current temperature, so monitoring temperature and humidity together is 
critical. As the value of IT equipment increases, the risk and associated 
costs can increase exponentially (www.avtech.com).
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3. RESULTS AND COMMENTS

3.1 Introduction to Troubleshooting

Troubleshooting requires an organized and logical approach to 
problems with computers and other components.

Before students begin troubleshooting problems, always follow the 
necessary precautions to protect data on a computer. Some repairs, such 
as replacing a hard drive or reinstalling an operating system, might put 
the data on the computer at risk. We have to make sure that we have done 
everything possible to prevent data loss while attempting repairs. 

A data backup is a copy of the data on a computer hard drive that is 
saved to another storage device or to cloud storage. Cloud storage is online 
storage that is accessed via the Internet. In an organization, backups may 
be performed on a daily, weekly, or monthly basis. If users are unsure that 
a backup has been done, do not attempt any troubleshooting activities until 
they check with the user. Here is a list of items to verify within workshop 
that a backup has been performed(Norman Lieberman, 2009).

Date of the last backup 

•	 Contents of the backup 

•	 Data integrity of the backup 

•	 Availability of all backup media for a data restore 

If the users do not have a current backup and they are not able to 
create one, ask the user to sign a liability release form. A liability release 
form contains at least the following information:

•	 Permission to work on the computer without a current backup 
available 

•	 Release from liability if data is lost or corrupted 

•	 Description of the work to be performed 

1.2 Communication skills 

The first step in the troubleshooting process is to describe the problem. 
During this step, gather as much information as possible about the user and 
the computer configuration(It Essentials, 2013).
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Table 2. List some of the information to gather from the user or 
responsible person.

Describe the Problem

User Information

•	 First and last name
•	 Company name
•	 Address
•	 E-mail
•	 Phone number (business)
•	 Mobile

Computer Configuration

•	 Manufacturer and model
•	 Operating system
•	 Environment
•	 Connection type

Problem Description
•	 Obtain general information
•	 Yes or noquestions

Beep Sequences
•	 One beep-correct
•	 Multiple beeps-error

BIOS settings
•	 Boots and stops after the 

POST
•	 Motherboard documentation

When students are talking to the other person (employee or user), 
follow these guidelines(B. Govindarajalu, 2002):

•	 Have enough patience to others, who often reach out to 
support.

•	 Listen really others is so crucial for troubleshooting skills 
training.

•	 Ask direct questions to gather information. 

•	 Relay clearly to others, keep it simple and leave nothing to 
doubt.

•	 Use “positive language” (do not use school jargon).

•	 Have those basic acting skills necessary to maintain their 
usual cheery persona. 

•	 Do not insult the others. 

•	 Do not accuse the others of causing the problem.
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During school, a future computer expert may want to take electives 
or extra classes related to build effective communication skills.Students 
learn how to start with questions which allow others to explain the details 
of the problem in their own words. They use common questions to obtain 
general information. Based on the obtained information, students proceed 
with questions which require a yes or no answer. 

Table 3.Checklists of the questions based on the information from the 
computer’s owners

General Information Yes or No Questions
Describe what is happening. Did someone else use your 

machine?
When it started happening? Can you reproduce the problem?

What software has been installed on your 
computer recently?

Have you changed your password 
recently?

What were you doing when the problem was 
identified?

Have you received any error 
messages on your computer?

What hardware changes have recently been 
made to your computer?

Did your computer recently show 
signs of drastic slowdown?

What Web site has been visited the first time, 
recently?

Are strange or unwanted popup 
windows appearing at random 

times?
Did you recently open an email 

attachment?

Document the information from the students in the work order, in the 
repair log, and in their repair journal. They write down anything that they 
think might be important for user or another student. In any operating 
system, there are tools that we point to hardware, system, software, and 
network errors. The small details often lead to the solution of a difficult or 
complicated problem. 

3.3 Using Windows Tools to Troubleshoot Problems

The Event Viewer application records the following information about 
the problem:

•	 What problem occurred 

•	 Date and time of the problem 
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•	 Severity of the problem 

•	 Source of the problem 

•	 Event ID number 

•	 Which user was logged in when the problem occurred 

Although the Event Viewer lists details about the error, students might 
need to further research the problem to determine a solution(Schneider 
W.,1981).

The Device Manager displays all the devices that are configured 
on a computer. 

•	 Operating system flags the devices that are not operating correctly 
with an error icon. 

•	 Yellow circle with an exclamation point (!) indicates that the de-
vice is in a problem state. 

•	 Red circle with an X means that the device is disabled. 

•	 Yellow question mark (?) indicates that the system does not know 
which driver to install for the hardware. 

With the Task Manager, students might:

•	 close applications that have stopped responding,

•	 monitor the performance of the CPU and virtual memory; 

•	 view all processes that are currently running,  

•	 view information about the network connections.

In workshop is determined which software should be used to help 
diagnose and resolve the problem. There are many programs to help them 
troubleshoot hardware. Manufacturers of system hardware usually provide 
diagnostic tools of their own. For instance, a hard drive manufacturer might 
provide a tool to boot the computer and diagnose why the hard drive does 
not start the operating system.
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3.4 The Most Common Reasons For the Error  

    First, students create a list of the most common reasons for the error. 
Even though someone may think that there is a major problem, start with 
the obvious issues before moving to more complex diagnoses. They list the 
easiest or most obvious causes at the top and the more complex ones at the 
bottom. If necessary, studentsconduct internal (logs, journal) or external 
(Internet) research, based on the symptoms. The next steps of the troubles-
hooting process involve testing each obvious cause:

•	 Device is powered off

•	 Power switch for an outlet is turned off

•	 Surge protector is turned off

•	 Loose external cable connections

•	 Non-bootable disk in designated boot disk

•	 Incorrect boot order in BIOS setup

 Once the case is confirmed, in workshop is determined the next 
steps to resolve problem. If the diagnosis is not confirmed, establish a new 
diagnosis or escalate. As students become more experienced in troubles-
hooting computers, they will work through the steps in the process faster. 
For now, they practice each step to better understand the troubleshooting 
process:

•	 Ensure the devices is powered on

•	 Ensure the power switch for an outlet is turned on

•	 Ensure the surge protector is turned on

•	 Ensure external cable connections are secure

•	 Ensure that the designated boot drive is bootable

•	 Verify the boot order in BIOS setup

 If they cannot determine the exact cause of the problem after tes-
ting all their theories, establish a new diagnosis and test it. If necessary, 
escalate the problem to a mentor with more experience. 
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3.5 Action

 After students have determined the exact cause of the problem, 
establish a plan of action to resolve the problem and implement the so-
lution. Sometimes quick procedures can correct the problem. If a quick 
procedure does correct the problem, they verify full system functionality 
and, if applicable, implement preventive measures. If a quick procedure 
does not correct the problem, they research the problem further and then 
return to establish a new theory of the probable cause.After students have 
established a plan of action, they should research possible solutions. 

Figure 1.List of researching possible solutions

 They divide larger problems into smaller problems that can be 
analyzed and solved individually. Prioritize solutions starting with the ea-
siest and fastest to implement. They create a list of possible solutions and 
implement them one at a time. If students implement a possible solution 
and it does not correct the problem, reverse the action they just took and 
then try another solution. They continue this process until they have found 
the appropriate solution.
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3.6 Test, Prevent and Report

 After the repairs to the computer have been completed, continue 
the troubleshooting process by verifying full system functionality and imp-
lementing the preventive measures needed. It confirms that the original 
problem has been solved. It ensures that another problem has not been 
created while repairing the computer. Whenever possible, the solution and 
system functionality have been verified.

Table 4.Steps to be taken by verifying full system functionality 
and finishing a repair

Test and prevent Report
Reboot the computer Discuss the implemented soluti-

on
Ensure multiple applications work pro-
perly

Verify that the problem has been 
solved

Verify network and Internet connections Provide all paperwork
Print a document from one application Document the steps in the work 

order
Ensure all attached devices work pro-
perly

Document any components used 
in repair

Ensure no error messages are received Document the spent time for re-
solving problem

After the repairs to the computer have been completed, students finish 
the troubleshooting process. They explain the problem and the solution to 
the user verbally and in writing.

Students verify the solution with the others. They demonstrate how the 
solution has corrected the computer problem. They have to do the test of 
the solution and try to reproduce the problem. When anyone can verify that 
the problem has been resolved, students can complete the documentation 
for the repair in the work order. They include the following information in 
the documentation (Figure 2).
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Figure 2.Documentation of the information

In order to research efficiency of the proposed model four classes 
with 126 students in total were tested.In the two departments, training 
was conducted by the offered model and in the other two departments in 
the classical way. Upon completion of training, students were tested with 
two tests consisting of 10 questions that are worth 10 points. The research 
results are presented in the figures3 and 4. For a given graphs the average 
number of points per question are given.

Figure 3.Results of the Test 1
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Figure 4.Results of the Test 2

The test results show that students who were trained by the proposed model 
have achieved a higher ranking.
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4. CONCLUSION
This paper gives a model of the structural approach with acquired 

knowledge, to the development of abilities and skills training in school 
workshop. They learned that it was very important to regular preventative 
maintenance, because it reduces hardware and software problems. 
Students have to protect data before beginning any work on a computer. 
The troubleshooting process is a guideline to solve computer problems in 
an efficient manner. A logical approach to troubleshooting allows students, 
within workshop, to eliminate variables and identify causes of problems in 
a systematic order. Theywill resolve some types of problems more often 
than others. Asking the right questions, testing the right hardware, and 
examining the right data helps, they understand the problem and form a 
proposed solution. 

The made documentation is about everything that they try, even if it 
fails. It’s a useful resource for everyone. Experience in IT workshop is a 
starting point to help them in development these preventive maintenance, 
troubleshooting and communication skills.Furthermore, students will 
expand their knowledge, skills and abilities in the following direction: 

• place the poster in the computer room for preventive maintenance 
tasks

• detect computer errors and apply made model in solving identified 
problems

• develop logical and creative skills in the selection and design of 
algorithms for testing and repairing computer systems

• use made programs for monitoring and protection of computer 
system

• test a variety of programs in troubleshoot specific tasksand recovery 
of computer components

• make a schedule of the work for themselves and the students of 
next generation

• shoot clips how it used alone IT equipment 

• specify the location of the waste material after the preventive 
maintenance
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• disinfection computer room where they carried out preventive 
maintenance

• place the poster in and out thecomputer roomon data for working 
with electrostatic electricity
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